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Overview
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Fraud

Noun

“wrongful or criminal deception intended to
result in financial or personal gain”
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Types of fraud offences 2015 8 Fraud in Numbers

Percentage increase from 2014

THTRTRTRTHT

+8nfn + 55“/’::
Banking and credit Mandate fraud
industry fraud

1 1 0 of adults say they have been
AI targeted by fraudsters in the last

year losing and average of £1,016"

"Inanhvency rads body K3 and LomiFes

+23% +53% 1in3 L

Insurance fraud All charity fraud Number of organisations

impacted by economic crime?
W Slolbal Economies: Crime Suneny 2016

Fraud and cyber crimes compared to other crimes

+17% +18% 7.6 million 6.4 million

- Saunce: Crime Survey for England and Wales [CSEW].
Pension fraud Corporate fraud sl gl




Threats and Trends
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* Ponzi Schemes * Phishing
* Boiler rooms e Ransomware
 CEO Fraud * Student scam (seasonal)

* Procurement Fraud * Online banking and card fraud
* Dating Scams

* Binary options fraud

 |ID Fraud



Mind Reader Dave

- https://www.youtube.com/watch?v=F7pYHN9IC9I

. <iframe width="854" height="480" src="https://www.youtube.com/embed/F7pYHN9IC9l"
frameborder="0" allowfullscreen></iframe>


https://www.youtube.com/watch?v=F7pYHN9iC9I
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* Bribery and Corruption
Extra-territorial legislation

* Money Laundering / Counter Terrorist Financing / Proliferation
Suspicion
Suspicious activity reports

Typologies — Trade based financing
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* Sanctions

- UN, US, EU, UAE

-Extra-territorial legislation

- US -Office of Foreign Assets Control (OFAC)

- UK — Office of Financial Sanctions Implementation (OFSI) (HM Treasury)

- Consolidated list

- Significant penalty for breach

- Barclays $ 298 million
- BNP Paribas S 8.9 billion



https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwipyo6Q0oPQAhXDuBQKHULGAbAQjRwIBw&url=https://www.rt.com/business/167760-bnp-paribas-fine-sanctions/&bvm=bv.137132246,d.ZGg&psig=AFQjCNFM4KWAPQE2hBD83CnXPLKhBtpNuw&ust=1477955060497148
https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwipyo6Q0oPQAhXDuBQKHULGAbAQjRwIBw&url=https://www.rt.com/business/167760-bnp-paribas-fine-sanctions/&bvm=bv.137132246,d.ZGg&psig=AFQjCNFM4KWAPQE2hBD83CnXPLKhBtpNuw&ust=1477955060497148
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 Politically Exposed Persons (PEP’s)

- Now include domestic PEP’s

- Not criminal ... BUT.... May pose a high risk

e James lbori imprisoned for
13 yrs for money laundering
Assisted by a Solicitor and
former Goldman Sachs banker

Former Wickes cashier who became a
Nigerian state governor and defrauded
some of the world's poorest people out
of £157million may not have to pay back

a penny

James |bori, 51, of Hampstead,
London, is said to have personally
pocketed £50million of cash
stolen from the west African
nation's oil-rich Delta State during
his eight-year tenure.

- £ ™ -
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Fraud Psychology

The Fraud Triangle:

A framework for spotting high-risk fraud situations
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Profile of a Fraudster

HOW OLD ARE THEY?

Most are meddie-aged, with 41°% between
36 tp 45 and 35% betweean 46 1o 55.
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12% 9%

TIME ON JOB

WARNING SIGNS

ab6%

370

of fraudsters of cases had
were at the ‘red flags’ that
organization should have
for more than led to earlier
10 years detection

is the top reason
cited by those who

WHERE DO THEY WORK?

Those with access to corporate assets, credit

CENDER COrm it I).(quj. ines and financial reporting face greator
5‘;—5% s(’COilli is the temptation 1o defraud the company
A pressure placed on Back office _, R&D
\ FEMALE / . . % % 7 1%
them to hit profit '
139‘ and l)ll dg(’t Board Lovel < _ Procuremaent
targets % A\ 8%
WAS IT THE FIRST TIME? i
VA
0 their victims S
repeatedly W
CEO )
DID THEY WORK ALONE? 26%
Although the vast majority (909%:) of - W
fraudsters work for the organization . ,
theoy e cheating, they usually have help Fm;nce Opo'“;%""f’fﬂos
T R EEEEE a%
Wmm HOW SENIOR ARE THEY?
Empioyees with access 1o sansitive
information, and those able to ovemide
controls, are more likely o commit frauvd
Saff |m
Management 29%
Sermsor .
management 35%
Work with Cobug th J
g(hefs otheer:?' Board member I‘%




A ¢
"TARIAN ROCE

Red Flags
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Red Flags

* Areas of risk that may be linked to:
- Individuals (Internal / External)
- Organisation
- Processes and procedures
- Transactions



Red Flag examples
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Chart 4 — Behawvioral Red Flags of Perpetrators

Living beyond means

Financial difficulties

Control issues, unwillingness to share duties
Unusually close association with vendor /customer
Wheeler-dealer attitude

Divorce/Tamily problems

Irritability, suspiciousness or defensiveness
Addiction probiems

Refusal to take vacations

Past employment-related problems

=0
=
=
S

]
=2

3
=
=

Complained about inadequate pay
Excessive pressure from within organization
Past legal problems

instability in life circumstances

Excessive family/peer pressure for success
Complained about lack of authority

5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
Percent of Cases

Sources: 2010 Reoort 1o thwe Naobhors on Occupational Fraoudd and Abxsse




Case Study. 1

Bermuda

Grand Bal"aarna/FreeDOrt C a ri b bea n

lslands of the
Bahamas

Abaco, Eleuthera, Exuma
Harbowur Island, Long Island

Key West

NOSSBU/‘

Paradise Island-
(expandable map)

Atlantic Ocean
Turks &
Caucos Islands

Grand Cayman _ : Dominican Republic British Virgin Islands

/ = Tortola
p"'egﬁn‘:éaé?ana - Peter Island

‘ - St. John r - Virgin Gorda
~Cancun a Romana. ’ Anguilla
Jamaica Santo Domingo -l @™ S Maaner
S - Kingston ,’ St. Thomas? e Samt Barthelemy
Cozumel Negril R TR St. Cronx & Antigua
- Ocho Rios - Aguadilla/Ponce St. Kitts/
Mexico - Runaway Bay, Braco Nevis /
Guadeloupe
Caribbean Sea _ @ martinique
St. Lucia
Palm Island
Aruba ’ - The Grenadines \.
Curacao - Canocan lsland. Barbados
- =Y ‘ Grenada

Bonaire
@ 1obago



Case Study. 1
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e Commonwealth government

* High profile position in Finance department

* Recruited as system expert — Transition to new system
* Given access to all areas

* All queries and errors were directed to him

* 3 months after started work began fraud

— Re-issued payments to himself
— Paid to accounts held by self and wife
— £ 1.5million over 2 years

— Majority of funds transferred to UK for property purchases

e,
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Case Study. 1

e Accountancy business failed

* Lived excessive lifestyle

* Severe gambling habit

* Requested a pay rise shortly after starting

* Ended contract 6 months early
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Case Study. 1

Initial contact from overseas police

— Extradition considered slow and costly

Strategy formed
— Suspects to be prosecuted for Money Laundering in UK
— Predicate offence being fraud overseas

— Compensation via confiscation regime
Investigation identified further suspects

International Letters of Request sent to overseas jurisdiction to

secure evidence

e,



Case Study. 1
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* Need to identify online transactions

— Request for IP address data

— Bank claimed data not held

 Government bank same as suspects

— No warning to government

— No SARs in respect of suspect

e Case referred to local regulator



Case Study. 1
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* No business continuity plan by Govt

— Enhanced checks & audit for transition period

* No effective whistle blower capability
* No independent audit

* Too much responsibility in one place.
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ARCTIC OCEAN

Case Study. 2
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Case Study. 2

* Large company importing goods

* Financial difficulties due to lost consignment

* Exacerbated by global economic decline

* Entered into loan facility with bank

* Fixed and floating debentures secured by bank
* First audit raised concerns

e Company required to submit Monthly & Annual returns




Case Study. 2
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* Second audit reveals major discrepancies
 Company forced into administration
* Loss in region of £ 6.5 million

* Funds laundered through property development overseas —

Separate company formed

e Executive villas let through a further company

* Funds transferred back to UK into accounts of an importation
company of which the main suspect is the beneficial owner



Case Study. 2
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* Numerous opportunities were missed by the bank

* Submissions appear to have been taken at face value

e Poor Financial Crime Prevention contributed to size of loss &
duration

e Suspects public profile appears to have overridden in depth
scrutiny
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Knowledge is Power !!
-Business, associated risks, emerging trends
- Legislation, statutory obligations, best practice guidance
- Employees
-Customers
- Assets

- Horizon Scanning
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Systems & Controls

-Corporate Culture (Tone at the Top)

- 3 lines of defense

- Holistic approach — Risk committee /HR / IT /R & D etc
-Policies & procedures — Implemented not just talked about
- Staff awareness / Training

-Areas of responsibility

-Dip sampling / Stress test

-Integrity test / Whistleblowing policy

- CYBER SECURITY

e,



Fraud — How to STOP it !!
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Questions ?



