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Overview

• Introduction 

• Threats 

• Protecting Businesses 

• How can you assist?  

• Questions?



We all know Cyber 
Costs the UK £££’s



Data Breach



2015: Year of the  
Data Breach

• Data breaches are becoming common place and can cost 
hundreds of millions to rectify with untold reputational damage. 

• In 2015 in the UK alone we saw:

Company Date No. of Victims
Carphone Warehouse August 2015 2,400,000
JD Wetherspoon March 2015 650,000

Scouts Association January 2015 450,000
TalkTalk October 2015 156,959

• 2016: Yahoo: 500,000,000 accounts



Measuring  
Cyber Crime

• 2.46 million Cyber incidents & 2.11 million victims of Cyber Crime 
in a 12 month period between 2014-2015. (Source: ONS) 

• Only 16,349 incidents were reported to Action Fraud during this 
time period. 

• 60% of small businesses have experienced a cyber breach 
(Source: KPMG). 

• 94% of procurement managers say that cyber security standards 
are important when awarding a project to an SME (Source: 
KPMG).



Threats

• Social engineering 

• Phishing 

• Ransomware 

• DDOS 

• Wi-Fi Security 



Social engineering

Social engineering is the art of 
manipulating people so they give up 

confidential information.
It is usually easier to exploit your natural inclination to trust 
than it is to discover ways to hack your software.   It is much 
easier to fool someone into giving you their password than for 
you to try hacking their password!  



Social engineering



Social Engineering 
made easy!



Elements of Phishing

• Disguise the source 

• Contains malware / RAT. 

• Link to a false website. 
  
• May purport to be from supplier with a request to 

change contact or bank details. 

• Spear Phishing – targeted.



• Victim receives an       
unsolicited email.

• E.g: PayPal request     
to follow a link to 
verify personal details.

• Link directs victim to a  
rogue website that 
appears legitimate.

• Bank details and other 
data is requested.

What are Phishing Scams?



Phishing



2016: Year of the 
Ransomware



Cryptolocker - Case Study

• Infection file appears as a  
legitimate email

• Files (including documents 
& pictures) are encrypted.

• Ransom: 72hours to pay  
one Bitcoin.

• Failure to pay the ransom 
and all data is permanently 

lost

What is Ransomware?



www.nomoreransom.org/



What is DDOS?

Attacker

Bots

Victim



Denial of Service 
Attacks For Sale



Physical Breach of 
Security



Wi-Fi Security



Protect Yourself



Where are we now…



Cyber-security Information Sharing Partnership 

• National CiSP launched March 2013. 

• All Wales Regional CiSP launched November 2015, championed 
by Airbus 

• Joint industry & Government scheme administered by CERT-UK. 

• CiSP is an online social networking tool to exchange information 
on threats and vulnerabilities. 

National CiSP



• Engagement with industry and government counterparts in a 
secure environment 

• Early warning of cyber threats  

• Ability to learn from experiences, mistakes and successes of 
others and seek advice  

• Access to content - including vulnerabilities and latest incidents.  

• CiSP is free to join for any organisation that has responsibility for 
a UK-based IT network. 

CiSP Benefits



CiSP



CiSP



National Initiatives: 

 

Protect Yourself



Industry 
Engagement



Cyber Essentials concentrates on five key controls: 

1. Boundary firewalls and internet gateways - these are devices designed to 
prevent unauthorised access to or from private networks, but good setup of 
these devices either in hardware or software form is important for them to be 
fully effective.  

2. Secure configuration – ensuring that systems are configured in the most 
secure way for the needs of the organisation. 

3. Access control – Ensuring only those who should have access to systems to 
have access and at the appropriate level. 

4. Malware protection – ensuring that virus and malware protection is 
installed and is up to date. 

5. Patch management – ensuring the latest supported version of applications is 
used and all the necessary patches supplied by the vendor been applied.  

Cyber Essentials





Industry 
Engagement



Industry 
Engagement



• Signposting and encouraging awareness. 

• Influencing supply chain. 

• Encouraging reporting – CISP / Action fraud. 

How can you assist?
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