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Cyber Security: No room for compromise.

Detective Inspector Paul Peters
Regional Cyber Crime Unit
RCCU-Tarian@south-wales.pnn.police.uk
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* Introduction

* Threats

* Protecting Businesses
 How can you assist?

e Questions?
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Cyber attacks cost British industry £34bn a year

As well as the multi-billion-pound price tag, the threat from hackers is
holding business innovation back, a new report finds
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TalkTalk hack: Llanelli man arrested and
bailed

(@ 75 Kavember 2015 K

An 1B-year-old who became the fifth person to he arrested in connection with
an alleged data theft from TalkTalk has been released on ball.
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2015: Year of the
Data Breach

- Data breaches are becoming common place and can cost
hundreds of millions to rectify with untold reputational damage.

* |n 2015 in the UK alone we saw:

Company Date No. of Victims
Carphone Warehouse August 2015 2,400,000

JD Wetherspoon March 2015 650,000
Scouts Association January 2015 450,000
TalkTalk October 2015 156,959

« 2016: Yahoo: 500,000,000 accounts
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2.46 million Cyber incidents & 2.11 million victims of Cyber Crime
in a 12 month period between 2014-2015. (Source: ONS)

Only 16,349 incidents were reported to Action Fraud during this
time period.

60% of small businesses have experienced a cyber breach
(Source: KPMG).

94% of procurement managers say that cyber security standards
are important when awarding a project to an SME (Source:
KPMG).




TARIAN ROGX:

» Social engineering
* Phishing

« Ransomware

 DDOS

*  Wi-Fi Security
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Social engineering is the art of
manipulating people so they give up
confidential information.

It is usually easier to exploit your natural inclination to trust
than it is to discover ways to hack your software. It is much

easier to fool someone into giving you their password than for
you to try hacking their password!
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Hi Amy,
This 1s Joe, from
IT...I'm working from /&
home today... 88




VIARIAN ROGY > 5o

February 12, 201

HAY HAY GOT MY FLIGHT TICKETS NOW...NEW YORK TO
MANILA...TRAVELLING ON CATHY PACIFIC...WILL LAND IN MANILA ON
18/02/2014 AT 00:05 HRS...HURRAY
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 (Contains malware / RAT.
 Link to a false website.

 May purport to be from supplier with a request to
change contact or bank details.

« Spear Phishing — targeted.
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* Victim receives an
unsolicited emaill.

* E.g: PayPal request
to follow a link to
verity personal details.

* Link directs victim to a
rogue website that
appears legitimate.

* Bank details and other
data Is requested.
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2 Global I'raud Tumps 50% Mrom 2015

mfo security
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The UK was among the The estimated number of ~ The average ransomware
top b countries affected devices Infected in one week by demand
by ransomware In 2019 a single piece of ransomware
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Your personal files are encrypted!

Your rportert S encryption prodoed on the computer . oot weleoe,
COOuerts, 00 LHhore 5 ¢ compiete 6t of enaryDted Ses, i pou Can persorally vty
e

Erorpton wis procdcod g  uspae pubic oy BSA 208 oecersted &r e
ComEuter . TO Oecrypt S you Need 10 oLz The peivate bey.
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destyun bon of the gewate bey by server

Failure to pay the ransom
and all data is permanently

lost
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What is Ransomware?

Payment for private key

Croose » conwerent payment method
Bitcoin (most cheap option)

Obitcoin
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Btoors can be Uarsfermed Shrough 3 computer Or smartphone without an ntormmedate
Srancll Fetimution.

You hawe 10 send Delow s0e0fed amount 1o Bitcon address
1007 2 OMR fu DM S AP SMSMRDCH d ety the rirsacton 1D, wheh
wil be verfed and confmed.

o e
Celing started with B2con

Enter the trarsaction 1D and press «Pays
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Intzcted victims are given = tma limst to release thair data before they ose it forever

Avirulent form of ransomware has now infected about guarter of a

millioan Windows computers, acearding to a repon by security

rasaearchers.

Related Stories
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NEED HELP unlocking your digital life
without paying your attackers®*?

Ransomware 1s malware thal locks your compuler and mobile devices or encrypls your elechionic hles When [his
happens, you can't get to the data unless you pay a ransom. Howcever this is not quaranteed and you should never pay!
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Attacker

AN \ _ Date
Server Application Unavailable
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DDoS attacks on sale for $2 an hour

Burgeoning marketplace tor cybercrime tools and services means

cybercriminals need no longer be tech savvy, study finds
Cybercriminals can now purchase DDoS
attacks for $2 (£1.32) an hour from a rampant
online marketplace of tools and services.

Thatis according to a new white paper
analysing the growth of the "as-a-service"
nature of cybercrime penned by two senior
technical bods at security vendor McAfee.

The study seeks to shatter the perception that
all cybercriminals are technical masterminds.
Instead, all they need to bring a global
corporation of their choosing to its kneesis a

credit card.
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victim web server

M
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SMBs vulnerable to cyber-crime due to
lack of resources, warns report

Webroot report suggests that only 37 per cent of SMBs feel
‘completely ready' to combat cyber-threats

Vost small and medium-sized businesses (SM3s) are vulnerab e to cyber-attacks and hacksrs
occausc they don't have suHicient resources to protect thomscelves.



~ Ihe UK Cyber Security Strategy -
’ leremher 20114 :
MAKING THE UK ONE OF THE MOST SECURE
PLACES IN THE WORLD TO DO BUSINESS ONLINE

BE

750 organisations in CISP: the
Cyber-security Information Sharing
Partnership for industry & Government

Cyber Essentlals: 5 ¢ itical controls

"J,.l:f\'
to protect businesses from common

cyber threats
Cyber security exports £1.040bn in 2013, 22% increase
on 2012 & on track for illion target by 2016

Guidance: "10 Steps to Cyber Security’
& small business version
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Cyber-security Information Sharing Partnership

 National CiSP launched March 2013.

« All Wales Regional CiSP launched November 2015, championed
by Airbus

+ Joint industry & Government scheme administered by CERT-UK.

« CiSP is an online social networking tool to exchange information
on threats and vulnerabillities.

CSP =

A CATALYST FOR COLLABORATION CERT-UK
-

@ AIRBUS

DEFENCE & SPACE
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* Engagement with industry and government counterparts in a
secure environment

- Early warning of cyber threats

 Ability to learn from experiences, mistakes and successes of
others and seek advice

* Access to content - including vulnerabilities and latest incidents.

« CiSP is free to join for any organisation that has responsibility for

a UK-based IT network.
:! A ‘*& SOUTH
CERT UK RIAN .

CI s I e WALES

A CATALYST FOR COLLABORATION nncu "‘”i Fc=
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National Initiatives:

ONLINE

.Ol'g

CYBER CYBER
ESSENTIALS ESSENTIALS

PLUS

\/ v

CYBER'
STREET

B CYBERSTREETWISE. con




The Cyber Essentials Badge allows your company to advertise the fact that it
adheres to a government endorsed standard.

There are two levels of badges that your organisation can apply for:

CYBER CYBER
ESSENTIALS ESSENTIALS
PLUS
Cyber Essentials Cyber Essentials PLUS
Requires the organisation to complete a self- Tests of the systems are carried out by an
assessment questionnaire, with responses external certifying body, using a range of
independently reviewed by an external tools and techniques.

certifying body.

Whether your organisation seeks to attain either of these or simply to self-assess and apply the controls will
depend on your business drivers and the level of rigour you need or want to demonstrate.

Cyber Essentials documents are FREE to download and any organisation can use the guidance to implement essential
security controls, but some may want or need to gainindependent assurance that they have fully deployed the controls.
Organisations that have been successfully independently assessed or tested through the scheme’s assurance framework
will attain a Cyber Essentials certification badge. This will help you demonstrate to customers, partners or clients that your
company takes cyber security seriously - boosting reputations and providing a competitive selling point.
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Cyber Essentials concentrates on five key controls:

1. Boundary firewalls and internet gateways - these are devices designed to
prevent unauthorised access to or from private networks, but good setup of
these devices either in hardware or software form is important for them to be
fully effective.

2. Secure configuration - ensuring that systems are configured in the most
secure way for the needs of the organisation.

3. Access control - Ensuring only those who should have access to systems to
have access and at the appropriate level.

4. Malware protection - ensuring that virus and malware protection is
installed and is up to date.

5. Patch management - ensuring the latest supported version of applications is
used and all the necessary patches supplied by the vendor been applied.
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Businesses need to ‘get real” about cyber security
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Alarming increase in CEO
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HOME RESOURCES PARTNERS SUPPORT Q
ABOUT US

Ask us a question: u n

r
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Is | it | secure? o YBERSTREETWISE
Secure your online devices > Protect your online privacy > Look after your money online > Defend your business >
Home > Important IT Policies for your Busness Share this page: u n

On this page:
Password nolicies
User privileges
The Data Protection Act
Protecting sensitive data

Personal devices

Important IT Policies for
your Business

) Most businesses now use some sort of computer device which is mest likely linked to a
network. Having appropriate IT policies and procedures for your business will make it
less vulnerable to attacks and more likely to comply with the Data Protection Act.

) Find out more about managing access to your [T systems as well as protecting your
network when workers use their own devices.



10 Steps To Cyber Security o

Defining and communicating your Board's Information Risk Management Regime is :
central to your organisation's overall cyber security strategy. CESG recommend you E::uszsgfcsiﬁhqn ar:i(cji :\:oi;?nness
review this regime - together with the nine associated security areas described below - ypo ;

in order to protect your business against the majority of cyber threats. i l‘ (N 2;;2‘,’,,‘2?&;“3;?;’ ?ml}f”ug{,:?n?:%ag",ﬁm :

Maintain user awareness of the cyber risks.

Home and Mobile Working
Network Security : y Develop a mobile working policy and
== Protect your networks against extemal and Establish an effectlve /\ train staff to adhere to it. Apply the
e internal attack. Manage the network perimeter. T n oty R secure baseline build to all devices.
Filter out unauthorised access and malicious gast Protect data both in transit and at rest.
content. Monitor and test security controls. **., N
Secure Configuration

Malware Protection
_ )\ Produce relevant policy and establish anti- , , , .

"»} malware defences that are applicable and

. Apply security patches and ensure that the
/A secure configuration of all ICT systems is
3 i Naaet maintained. Create a system inventory and
B define a baseline build for all ICT devices.
relevant to all business areas. Scan for
malware across the organisation.

y - "o, Removable Media Controls
o ‘~§'ff ~ SUPPOrung “*., BB Producea policy to control all access to
Y\ - 1 H8R i N removable media. Limit media types and use.

o’ : l Scan all media for malware before importing
Monitoring e s on to the corporate system.
Establish a monitoring strategy and produce
supporting policies. Continuously monitor all .

l l ICT systems and networks. Analyse logs for c "*.,. Managing User Privileges
Dol ¥ unusual activity that could indicate an attack. . y

Establish account management processes and
limit the number of privileged accounts. Limit

Incident Management user privileges and monitor user activity.
W Establish an incident response and disaster recover Control access to activity and audit logs.
= CPN| Ak, capability. Produce and test incident management plans.
S Corire for the Protecton L0 Provide specialist training to the incident management
Innovation & Skils | of Nationa frastrctre | Cabinet Office team. Report criminal incidents to law enforcement.
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 ActionFraud

National Fraud & Cyber Crime Reporting Centre

110300 123 2040 "s"s"

www.actionfraud.police.uk
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